
IT Security /Cyber Attacks



Before we begin –  
2014 HP Report – Global Cost of Cyber Crime











Why IT security
• Industry is a prime target for cyber attack due to the advanced nature of the 

materials and technologies used, particularly defence related 
• Cyber attack is rated as a top enterprise risk due to the catastrophic impact 

and likelihood 
• Minimum Security Standards are required from Internal Customers, 

External Customers, and Governments. 
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• The main risks are internal  - 70% 
"
• Of these 70% are 30% deliberate actions and the rest are 

carelessness / lack of knowledge



How do we protect the information?
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Firewall

• Antivirus

Web filter

2FA 2 Factor authorisation

Encryption

Patch updates
External security tests

User awareness

MDM protection on mobile devises



Whose responsibility is it to protect 
information?
• Each individual employee is responsible for classified information he / 

she possesses not come to unauthorised people 
!
!

• It is the responsibility of everyone to ensure authorisation of the person 
who may have access to the information.
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Things to consider - External  storage device
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Source: thinkSecure



Things to consider - Password

Document title
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Source: thinkSecure



Mobile phone
• Lock your phone when not in use 
!
!
!
!
!
!
• Business information must only be viewed when it is protected by a 

MDM tool 
• The camera may be used only within an area if you have permission. 
• It is not allowed to download apps that involve costs or cause security 

risks for the company
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Things to consider - eMail
• Encrypted by Mimecast  
• Your mailbox is no document management systems 
• Pay attention to email from senders you do not recognize
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Source: thinkSecure
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Things to consider - Social Media
!
!
!
!
!
• Be careful about what personal data you reveal on social medias as this 

information can become a security risk in the wrong hands.
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Things to consider - On travel
• If you are working with your laptop on the plane, train or other public 

places, the computer should be equipped with a protective film on the 
screen. 
!
• IT equipment must not be checked in it must be carried as hand 

luggage
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High Risk countries

!
• High Risk countries have extremely large budgets for intelligence and IT 

espionage is a cost-effective way to conduct intelligence operations as 
it requires relatively few staff.

• Different types of threats depending on which country it is.


